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NHOOPMALIMOHHASA TAMSATKA
JJI1 OBYUYAIOIUXCA AJIA PASMEIEHUSA
HA O®PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJCKHA B MHTCPHETE CTAHOBUTHCS OOJIBIINE, a IIKOJBHUKH OJHU U3
CaMbIX AaKTUBHBIX IOJb30BaTened PyHera. Mexay TeM, HNOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECeT U MpoOJeMbl. DTa MaMsITKa JOJDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

KomnbiorepHbie BUpYyChI

KoMnbroTepHblii BUPYC - 3TO pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTPaMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B JomosiHeHne kK 3TOMY,
BUPYChl MOTYT TOBPEIUTh WM TIOJHOCTBIO YHHUYTOXUTh Bce (aillbl U JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKke MOBPEAUTh WINM JaK€ YHHUTOXXMTh OIEPAllMOHHYIO CHUCTEMY CO BceMHu (QailamMu B
1enoM. B 6onbpIIMHCTBE CilydaeB pacipOCTPaHsIOTCS BUPYChI Yepe3 UHTEPHET.

MGTO)II)I 3alIMTBI OT BPECAOHOCHBIX MMPOTrpaMM:

1. Ucnonb3yili COBpEMEHHBIE OINMEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIM YPOBEHB
3aIUTHI OT BPEJOHOCHBIX POTPAMM;

2. IlocrossHHO ycTaHaBnmuBai madtu (IUGPOBBHIE 3aIIATKH, KOTOPHIE AaBTOMATHYECKH
YCTaHABIWBAIOTCS C IIEJbI0 JOPA0OTKHM TPOTpaMMbl) M JpyrHe OOHOBJICHHS CBOCH
omnepanroHHON cucteMbl. CkaunBai UX TOJIBKO ¢ oduimanbHoro caita pazpaborunka OC. Eciam
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaboTaii Ha cBOEeM KOMIIBIOTEPE 1104 IIpaBaMHK II0JIb30BaTEC/Isd, a HE aJMHHHUCTpATOpAa.
OTO HE IMO3BOJIUT 6OJ'IBH_II/IHCTBy BPCOAOHOCHBIX IIpOrpaMM HHCTAJUIMPOBATBECA Ha TBOEM
IEPCOHAIIBHOM KOMIIBIOTEPE,

4. Mcnonb3yil aHTUBHPYCHBIC HPOrPaMMHBIC MPOJYKThI HM3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKHUM OOHOBJIEHHEM 0as3;

5. Orpanuyb PU3NYECKUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Vcnonb3yil BHEIIHWE HOCUTENU WH(MOpMalUu, Takue Kak duienika, Tuck uiu (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (aiiiibl, HOTYUYEHHBIE U3 HEHA/IS)KHBIX UCTOYHHUKOB. Jlaxe
Te (aiibl, KOTOphIE MPUCIIAT TBOM 3HaKOMBIN. JIydllle yToUHM y HEro, OTHPAaBJISII JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JIHIIb OpeH 1, Mapka. Eie B
1991 rony Hupaepnanjackas kommnauus 3apeructpupoBana Openn "WECA", uro o6Go3nauano
cnoBocoueranue "Wireless Fidelity", kotopslii mepeBouTcs Kak "O0ecnpoBoHAst TOYHOCTB".



Jlo Hamiero BpeMeHHM Joluia apyras aOOpeBuaTypa, KOTOpas SIBJISIETCS TakoOM ke
TexHoyoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApPT
BhICIICH 3ByKOBOM TexHuKHU Hi-Fi, uTto B mepeBojie 03HavaeT "BhICOKas TOUHOCTB".

Ha, OGecruiaTHBIM WHTEPHET-JAOCTYN B Kade, OTENIX M a’pornoprax SBISETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXOJ/1a B HHTepHET. HO MHOTHE 3KCIEePThI CYMTAIOT, YTO 00meaocTymnHbie Wi-
Fi cetn He aBaAr0oTCA 6€30TIACHBIMU.

CoBetbl 110 Oe30MacHOCTH paboThl B 00mIenocTynHbIX cetsix Wi-fi:

1. He mepenaBaii cBoro JynmuHy0 uHpopManmioo dbepe3 obOmenoctynHbie Wi-Fi ceru.
Paboras B HHUX, KCJIAaTCJIIbHO HC BBOAUTD IMAPOJIX JOCTYIIA, JIOTUHBI 1 KAKUC-TO HOMEPA,

2. Vcnons3yih 1 OOHOBISN aHTHUBUPYCHBIE IpOrpaMMbl U OpaHamayep. Tem cambIM Tbl
ob6e3omacuib ceds OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Tlpu wucnons3zoBanun Wi-Fi otkmoun ¢ynkimoo "OOmmii goctynm K Qainam u
npuHtepam". JlanHas (QyHKIMS 3aKpbITa 1O yYMOJIYAHUIO, OJJTHAKO HEKOTOpbIE IOJIb30BATENN
AKTUBUPYIOT €€ JUIsl y100CTBa HCTOJIb30BaHus B paboTe min yuebe;

4. He ucnonb3yit nyOmmunbiii WI-FI s nmepenaun JTUYHBIX JaHHBIX, HampuMep Ui
BBIXOJIa B COI[HAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Wcnonp3yii TOJIbKO 3ammiieHHoe coenuHenune depe3 HTTPS, a me HTTP, t.e. mpu
Habope BeO-aapeca BBoau umeHHo "https://™;

6. B mo6msHOM Tesedone otkmoun Gpyakiuio "Tloaxmouenue k Wi-Fi aBTomaTruecku".
He momyckait aBToMaTn4eckoro moAKIoueHus ycTpoicTa k cetsim Wi-Fi 6e3 TBoero coriacusl.

CounajnHble CeTH

ConuanbHble CETH aKTUBHO BXOJAT B Hally >KU3Hb, MHOTHE JIIOAM Pa0OTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MHJUTHAPI YEIOBEK, YTO SBJISETCS OJHOM
CelIbMOM BCeX JKHUTeNeH IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO HH(popMaius,
pa3MelieHHas UMU B COIIMANIbHBIX CETSAX, MOKET ObITh HalJIeHa U HUCIIOJIb30BaHa K€M YIOJHO, B
TOM 4HcJIe He 0053aTeNIbHO C OJIaruMHU HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 OE30IACHOCTH B COLMAJIBHBIX CCTAX:

1. Orpannup cnucok apyzei. Y TeOs B JApYy3bsiX HE JOHKHO OBbITh CIIydalWHBIX H
HE3HAKOMBIX JIFOJIEH;

2. 33H.[HH.IEII>1 CBOIO YaCTHYIO KHU3Hb. He YKaSLIBaﬁ ImapoJiu, TeJ'Ie(l)OHBI, aZipeca, 1aty TBOCro
POXACHUA U APYT'YIO JIMYHYIO I/IH(1)OpMaI_II/IIO. 3J'IOYMBIH.U'I€HHI/IKI/I MOTYT HCIHOJIB30BATb HaKC
I/IH(I)OpMaI_II/IIO O TOM, KaK Tbl U TBOHU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAaHUKYJIbI;

3. 3amuinail cBOIO penyTaluio - AepKU €€ B UUCTOTEe U 3a/1aBail cebe BOMpOC: XOTen Obl
ThI, 4TOOBI Jpyrue Mojab30BaTeIN BUAEIH, YTO Thl 3arpyxaemib? [logymail, mpexae yem 4To-To
oIyOJINKOBAaTh, HAITUCATh U 3arpy3UTh;

4. Ecau ThI roBopuiib € JKOAbMH, KOTOPBIX HEC 3HACIIb, HC I/ICHOJ'IBS}/ﬁ CBOC pPCAJIbHOC UM
" JPYT'yIO JJUYHYIO I/IH(I)OpMaI_II/II/II M, MECTO JKHUTCIILCTBA, MCCTO y‘IC6BI " 1Ipouce;



5. N36erait pazmenienus dororpaduii B MTHTEpHETE, T1IE THI M300pa)K€H HA MECTHOCTH, TI0
KOTOPOM MOXHO OINPEACIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu perucTpanuy B COIMAIBHON CETH HEOOXOJMMO HCIIOJIB30BATh CIOXKHBIC MMApOIIH,
cocTosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jdns coumanbHOM CEeTH, MOYTHI U JIPYTUX CAMTOB HEOOXOAMMO HCIOJIB30BaTh pa3HbIE
naposid. Torga ecim Te0s B3710MarOT, TO 3JOYMBIIIJIEHHUKH MOJIY4aT JOCTYII TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbTH

DNEeKTpPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIH CHOCOO IUIaTeXeH, OJHAaKO CYyLIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT MOJTYUUTh 3TU ACHBI'U.

SHGKTpOHHI)IG JCHbI'U MOABHUIIMCH COBCEM HEIABHO W HMCHHO H3-3a 3TOTO BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HE NPOIHNCAHO PO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKLIHOHUPYIOT U O HUX YK€ IIPOMUCAHO B 3aKOHE, II€ UX Pa3JAeisaioT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOpBIX pa3pemiaercs MNpOBOAUTH oOmepanuu 0e3 WAeHTU(UKAIUKU TOodb30BaTeNld, a B
HEAaHOHMMHBIX UACHTU(UKALIMS OIH30BATENs SABISIETCS 0053aTENbHOM.

Taxxe crnenyer pasnuyarh SJIEKTPOHHBbIE (HUAaTHbIE IEHBIU (PaBHBI TOCYIAapPCTBEHHBIM
BAJIIOTaM) | AJICKTPOHHBIC He(pUaTHBIC IEHBI'M (HE PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHO paboTe € ANEKTPOHHBIMU JEHbIaMU:

1. IlpuBsoku K c4yeTy MOOWIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPBIA CHIOCOO
BOCCTaHOBUTH JOCTYH K cueTy. llpuBsi3aHHBIN TenedoH TOMOXKET, eclii 3al0yaenib CBOH
IJIATEeKHBIN MapoJib WK 3aielIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnonb3yit oaHopaszoBbie maponu. [locne nepexona Ha yCHIIEHHYIO aBTOpU3AINIO TeOe
yKe He OyJIeT yrposkaTh OMACHOCTh KPaXKU WJIM IIepexBarta MIaTeKHOro napoJis;

3. Be1bepu ciioxHbIN naposk. [Ipectynmarkam OyieT He IpOCTO yraiaTh CIOKHBIN MMapoJib.
Hagexxnple maponiu - 3TO mapoiu, KOTOpble cofepkaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTpPOYHbIE U TPONHCHBbIE OYKBBI, HU(GPBl U HECKOJBKO CHUMBOJIOB, TaKW€ KakK 3HAK J0JuIapa,
¢dyHTa, BOCKJIMIIATEIIbHBIN 3HAK U T.11. Hanpumep, $tRONQ!;;

4. He BBOJIM CBOM JINYHBIC IaHHBIC Ha CaiiTaX, KOTOPBIM HE JOBEPSICILb.
DJICKTPOHHAsI N0YTA

ONEeKTpOHHAas M0YTa - 3TO TEXHOJIOTHUS M IPEJOCTABISEMBIE €0 YCIYrH IO MEPECBUIKE U
MOJIY4EHUIO DJIEKTPOHHBIX COOOIEHHH, KOTOPbIE paclpelesoTCsl B KOMIIBIOTEPHOH CeTH.
OOBIYHO ~ DNMEKTPOHHBIM  MOYTOBBIM  SMMK  BBIVISIAUT — CIEQYIOIIMM  oOpaszoMm:
UMs_TI0JIb30BATEeNA(@UMs_JOMeHa. Takxke KpoMme Tepelaud IpOoCTOro TEKCTa, HMeeTcs
BO3MO’KHOCTb IlepesiaBaTh (paiibl.

OcCHOBHBIE COBETHI 10 6€30MAacHOM paboTe ¢ IMEKTPOHHOU MOUTOH:



1. Hamo BbIOpaTh MpaBWIIBHBIM MOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBIA BBHIOOD
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIe JOBEPSTH TEM, KOTO 3HACIIb U KTO NEPBHIA B
pEeUTHUHrE;

2. He ykaspiBail B JIMYHOM mouTe Iu4Hyl0 HMHpopmammioo. Hampumep, mydmie BbIOpaTh
"My3bIKanbHBIN _(haHaT@" wiu "pok2013" BMecTo "temal3";

3. Ucnonp3yil NBYX3TAMHYIO aBTOPU3AIMIO. JTO KOTJa MOMUMO MapoJisi HY>KHO BBOJUTH
KOJI, MpUChIIaeMbli o SMS;

4. BwiOepu CcHOXHBIA Tapoib. JIsi KakIOTo IMOYTOBOTO SIIUKA JOJDKCH OBITH CBOM
HAaJICKHBIM, YCTOWYMBBINA K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCIOJB3YH 3TY
BO3MOYKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBBIi Ui YacTHOM HEpenucKku ¢
aJgpecaTaMH, KOTOPBIM Tbl JOBEpSACIIb. DTO 3JEKTPOHHBIA aJpec HE HAJ0 HMCHOJIb30BaTh IPH
peructpanuu Ha Gopymax U caitax;

7. He oTkpbIBaii (haiiel v Ipyrue BIOKEHUS B MUChMaX, JIa)Ke €CJIM OHU MPUIILINA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiiibr;

8. Ilocne okoHuaHUsT PabOTHI HA TTIOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKH C CAUTOM
He 3a0y/1b HaxaTh Ha "Beriditu'".

Ku0epOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnunr - mpecienoBanue cOOOIMEHUSIMH, COECPKAIIMMH OCKOPOJICHHS, arpecCHIo,
3allyTUBaHKE; XYJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAaHUE C TIOMOIIBIO PA3JIMYHBIX MHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI 10 OOPBHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIydmmii crioco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIH HET TOTO,
K KOMY MOXHO OOpaTuTbCs, TO BHauaje YCIOKOUThCSA. Ecinu Tbhl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €IlIe OOJIbIIIE Pa30sKKEIIb KOHDIUKT;

2. Ypasisiii cBoelt KubeppernyTaimeii;

3. AHOHMMHOCTH B CETH MHHMas. CYH_IGCTBYI-OT CII0COOBI BBIICHUTB, KTO CTOHMT 3a
AHOHUMHBIM dKKayHTOM;

4. He cToUT BeCTH XYJUTraHCKUIl 00pa3 BUPTyallbHOM >kM3HU. VIHTEpHET (UKCUpYyeT Bce
TBOM JICHCTBUS U COXpaHsET UX. YAAIUTh UX OyAeT KpaiHe 3aTpyIHUTENbHO;

5. CoGumrof1aii cBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. UrHopupyit enuHuuHbIA HeratuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIyyllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa i,

7. ban arpeccopa. B nporpammax 0OMEHa MTHOBEHHBLIMHU COO6H_ICHI/I$IMI/I, B COIIMAJIbHBIX
CECTAX €CTh BO3MOXHOCTD 6J'IOKI/IpOBKI/I OTIIpaBKH COO6H.[CHPII>1 C OIIPCACIICHHBIX aIPpECOB,



8. Ecmum Tel cBugerens kubOepOymuimHra. TBOM JAEHCTBHS: BBICTYIHTH TPOTHB
npecienoBarens, IMOKa3aTh €My, YTO €ro JEHCTBHUS OLEHUBAIOTCS HETAaTHBHO, MOJIEPIKATh
KEpPTBY, KOTOPOH HYXKHA TIICHUXOJOTHMYECKass IOMOIIb, COOOIIUTh B3pOCIBIM O (akre
arpecCUBHOTO MOBEICHUS B CETH.

MoouibHblii TesedoH

CoBpeMeHHbIEe CMapT(OHBI U TUIAHIIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIHOHAI,
U Telnepb OHU MOTYT KOHKYpPUpPOBAaTh CO CTAallMOHAPHBIMH KoMIbioTepamu. OJHAKO, CPENCTB
3alUThl A7 MOJ00HBIX YCTPONCTB MOKa O4YeHb Maylo. TecTupoBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOMCXOJUT HE TaKk MHTEeHCUBHO, Kak a1 IIK, To ke camoe kacaercss U MOOWMIIBHBIX
MIPUIIOKEHHHN.

COBpCMCHHBIG MOOWIbHBIE 6paysepr,1 YK€ MNPAKTHUYCCKHU JOTrHajii HACTOJIBHBIC aHAJIOTW,
OJIHAKO paciupeHne (yHKIHOHAIA BJIEUET 3a COO0O0M OOJIBIIYIO CIO0XHOCTh W MEHBIIYIO
3alUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENU BBIMYCKAIOT OOHOBJIEHMS, 3aKPHIBAIOLIUE KPUTHUYECKHE
YS3BUMOCTH IS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TTaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero nHe siBsiercst mo-HacrosiiieMy OecrimaTHBIM. Byas ocToposkeH, Beap Korga Tede
npearaiT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO MJIATHBIE YCIYTH;

Jymaii, mpexe yem otnpaButh SMS, hoTto wimm Buaeo. Thl TOUHO 3HACIIb, T1€ OHU OYIYyT
B KOHEYHOM uTOore?

Heo6xomumMo 0OHOBIISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
Hcnonp3yit aHTUBUPYCHBIE POTPaMMBI JJ1s1 MOOMJIBHBIX TEJIC(OHOB;

He 3arpy>1<a171 IMPUIIOXKECHNA OT HCU3BECTHOI'O MCTOYHHKA, BCAb OHH MOI'YT COACPKAThb
BPCAOHOCHOC IIPOIrpaMMHO€ 06CCH€‘16HI/IC;

ITocie TOro Kak THI BBIAZEIIL C CaliTa, TJ€ BBOAWI JIMYHYIO WH(OpPMAIMIO, 3aiiau B
HACTpO¥KH Opay3epa u yaaau COOKIeS;

HepnonnquKH HpOBCpHﬁ, KaKHC IUIATHBIC YCJIYI' AKTUBUPOBAHBI HAa TBOEM HOMEPC,

[[aBaﬁ CBOM HOMCp MOOMJIBHOTO TGHCQ)OHa TOJIBKO JIFOJAM, KOTOPBIX Thl 3HACIIb U KOMY
JOBCPSCIID,

Bluetooth momken ObITh BBIKITIOUEH, KOTJa ThI UM HE MOJb3yelibcs. He 3abbiBait nHorma
MIPOBEPSTH ITO.

Online urpui

COBpeMeHHHC OHHaﬁH'HrpBI - OTO KpACOYHBIC, 3aXBATbIBAKOIIHUC PA3BJICUCHUA,
O6’LC,Z[I/IH$IIOIJ_II/IC COTHHU TbICAY YCJIOBCK II0 BCCMY MHPY. I/IPpOKI/I HUCCICAYIOT JaHHBIN UM Mup,
O6H.IE[IOTC$I Apyr € APYyroMm, BBIINIOJIHAIOT 3aJaHHA, CPaKAOTCA C MOHCTpAMU W IMOJYyYartOT OIIBIT.
3a YAOBOJILCTBUC OHHU IUIATAT: IOKYIAOT JUCK, OIIAYUBAIOT a0OHEMEHT HWIIU HpHOGpGTaIOT
KaKuC-TO OIIIHH.



Bce st cpeactBa Mayr Ha INOJNICp)KAHUE M Pa3BUTHE HWIPBI, a TAaKXKe Ha camy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIITYCKAIOTCS HOBBIC MaTYU
(umdpoBbIe 3amIaTky i TPOTrPaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHHKOB, CKOJIBKO KpaXXu
TBOCTO IMapoJiiad, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3alIUHN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Eciu nmpyroit urpok BeneT ceOsl IUI0XO WIIM CO3/1aeT TeOe HEMPHUSTHOCTH, 3a0JIOKUpYH
€r0 B CITUCKE HI'POKOB;

2. Ioxamy¥icss aIMUHUCTPATOPaM UTPhl Ha IJI0XO0E MOBEIEHUE ITOr0 UTPOKa, HKEJIaTeIbHO
MPUJIOKUTh KAKUE-TO JI0Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3sbiBaii tuuHyto uHGopMaluio B podaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuuanbHble MaT4Yd U MOJIBI;

6. Mcnonp3y# CIOKHBIE U pa3HbIE [TAPOJIH;

7. Jlaxxe BO BpeMsl WIpbl HE CTOMT OTKJIKOYAaTh aHTUBHpYC. Iloka Thl Wrpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIMHT W Kpaka JUYHBIX JaHHBbIX

OOBIUHOM Kpakell JeHer M JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIINL, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJOTHHA 3JOYMBIIUICHHUKH TIEPEMECTUIIUCh B HWHTEPHET, |
MPOI0JDKAIOT 3aHUMAThCS "TIOOUMBIM" JICITOM.

Tak mosiBUIaCh HOBas yrpo3a: WHTEPHET-MOIICHHMYECTBA WJIM (DUILIMHT, TJIABHAS IEIb
KOTOPOTO COCTOMT B TIOJyYeHHH KOH(DUIACHIHAIBHBIX JAHHBIX MOJIb30BaTEIE€d - JIOTHHOB H
naposteii. Ha anrmuiickom si3bike phishing uuraercs kak ¢umuar (ot fishing - peionas goBms,
password - mapoJis).

OcHoOBHBIE COBETHI 10 60pbOE ¢ PUIIUMHTOM:
1. Cnenm 32 cBOMM akkayHTOM. Eciii Thl IOJ103peBaciiib, 4TO TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXO MO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM KakK MOYKHO

CKOpEC;

2. HCHOHLSYﬁ Oe3omacHbIe Be6'CaI>'ITLI, B TOM YHCJIC, UHTCPHCT-MAra3dnHOB U IMOUCKOBBIX
CHUCTEM,;

3. Hcnonb3yit cinokHble W pa3Hble maposiu. Takum oOpa3zom, eciau TeOs B3JIOMAOT, TO
37I0YMBIIIJICHHUKH MOJY4aT AOCTYH TOJBKO K OJTHOMY TBOEMY MPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecnu tebs B3JIOMaJId, TO HCO6XOI{I/IMO MMpeaymnpeanTb BCCX CBOMX 3HAKOMBIX, KOTOPBIC
,Z[O6&BJICHLI y TeOs B APYy3biX, O TOM, YTO TeOs B3IIOMaJIH ", BOBMO>XHO, OT TBOCIrO HMCHH 6y,Z[CT
pacCblIaThCA CIlaM U CCBLJIKU Ha (I)I/II_I_II/IHFOBBIG CaﬁTLI;

5. Ycranosu HanexHbli naposb (PIN) Ha MoOMIBHBIN TenedoH;



6. OTKITI0YM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpbiBaii (aiinel U qpyrue BIOKECHUS B MHUCbMAX, IaXe €CIIM OHH MPUIILTA OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIA U OHU TeOe 3Tu (paiiibl.

Hudposas penyranust

Hudposas permyranusi - 5TO HEraTUBHAs WM MMO3UTHBHAs WHGOpMAIMs B CETH O Tebe.
Kommnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpPbE3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyranus” - 3T0 TBOH UMHIK, KOTOPBIA
dopmupyercst u3 napopMarum o Tede B MHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJMKalMKM JTUYHOM MH(pOpMaluu B
WHuTepHere, HE MOHKMMAas BO3MOXKHBIX MOCIEACTBUM. ThI 1axke HE CMOXKEIb JIOraJaThCs O TOM,
yto (oTorpadus, pasmelieHHas 5 JeT Ha3a/l, cTaja IPUYMHON OTKa3a NpUHATH TeOs Ha padoTy.

KommeHnTtapuu, pa3menienue 1Boux Gotorpaduii u 1pyrue AeMcTBUs MOTYT HE HMCUE3HYTh
Jla’ke MOCIIe TOro, KaK Thl UX yJalulIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(POpPMaLIKIOo, Mornana
JU OHa B TMOHMCKOBBIE CHUCTEMBI M COXpPaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAarT O Tebe
OKpY’KaIoIllie JIIOJM, KOTOpble HalayT u yBUIAT 3To. Haiitu nH(OpManuio MHOTO JIET CIyCTS
CMOXET JIFOOOW - Kak M3 JAOOPBIX MOOYXKIEHWM, TaK U ¢ HaAMEPEHHUEM MPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI T10 3alTUTE ITU(POBOI peryTaIuu:

1. Tlomymaii, mpexxae 4eMm 4TO-TO NyOJIMKOBAaTh M TepefaBaTh y ce0s B Onore wim B
COITMANIBLHOM CETH;

2. B Hacrpoiikax npoduiis yCTaHOBU OTpaHHYCHHsI HAa IMPOCMOTP TBOETO MPOQHISI U €ro
COZEP)KMUMOTO, CIIeTal ero TOJbKO "yist apy3en';

3. He pa3memaii 1 He yka3biBail MH()OPMAILIHIO, KOTOpPas MOXKET KOro-JIM00 OCKOpOJIATH
WA OOMKaTh.

ABTOpCKOE NpaBo

COBpeMeHHHC IMIKOJBbHHUKH - aKTHUBHBIC I10JIb30BaTC/IN I_[I/I(l)pOBOFO IMPpOCTPAaHCTBA. O,I[HaKO
JaJICKO HEC BCC 3HAIOT, YTO IIOJIBb30BaAHHC MHOI'MMH BO3MOXXHOCTAMH I_II/I(i)pOBOFO MHpa Tpe6yeT
CO6J'IIOI[€HI/ISI IIpaB Ha UHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "HHTENIEKTyanbHass COOCTBEHHOCTh" OTHOCHTCS K Pa3IHYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HaunHasi ¢ HOBBIX M300peTeHUH U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MpPOAYKTHI M YCIOYrM, M 3aKaH4uMBas KHUramu, QororpagusiMu, KUHOQUIBMAMHU H
MY3bIKaJIbHBIMH ITPOU3BEACHUSAMHU.

ABTOpCKI/Ie paBa - 3TO IIpaBa HAa UHTCJJICKTYAJIbHYIO COOCTBEHHOCTh Ha MIPOU3BCACHUSA
HAYKH, JIUTCPATYpPbl U UCKYCCTBA. ABTOpCKI/IC IIpaBa BBICTYIIAOT B KAaYCCTBC IrapaHTUU TOT'O, YTO
I/IHTCHHCKTyaHBHBIﬁ/TBopquKHﬁ TPpyA aBTOpa HE 6y;[eT HaIlpaCHbIM, JaCT €MY CHPAaBCIJIMBBIC
BO3MOXHOCTH 3apa60TaTL Ha pe3yJibTaTax CBOCIro Tpyaa, MOJYYHUTb U3BECTHOCTH U NPU3HAHUC.
Huxkro 6e3 pa3pcuicHus aBTopa HEC MOKET BOCIHIPOU3BOJAUTEL €0 MPOU3BCACHUEC, PACTIPOCTPAHSATD,



nyOJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HMIIOPTUPOBATh, IYCKaTh B IPOKAT, IyOJINYHO
UCTIOJIHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3MmemaTs B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro" MporpaMMHOTO OOECIIEYEeHUs] MOXKET NMPUBECTH K MHOTHUM
pUCKaM: OT TOTEpU JAHHBIX K TBOUM aKKayHTaMm 0 OJIOKHMPOBKH TBOETO YCTPOWCTBA, T
yCTaHOBJIEHA HeJlerajbHas porpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbIC
1 OecIuiaTHbIE TTPOTPaMMBbl, KOTOPBIE MOYKHO HAWTH B CETH.

O nopraJie

CereBnuok.pd - TBOH TJIaBHBIH COBETYMK B CETH. 31€Ch THl MOJKEIIb Y3HATh O
0€30MaCHOCTH B CETH NOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPU BO3SHUKHOBEHMM KPUTHUYECKOM
CUTyallul OOpaTUTbCA 3a COBETOM. A TakKe NMPHUHSITH ydacTHE B KOHKYpCax M CTaTb CaMbIM
M (POBBIM I'pakTaHUHOM !
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